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Abstract

In this project, the Bluetooth radio system is presented. It is an ad hoc radio system that allows devices from lots of different manufacturers to communicate with one another when they come into range. Bluetooth devices operate at 2.4GHz, in the globally available, license-free, ISM band and they use FH-CDMA technique because of its inherent interference rejection capability. Bluetooth specification also provides a flexible but well defined software stack that enables applications to find other Bluetooth devices in the area, discover what services they can offer, and use that services. Some security issues, as well as power management and QoS issues are also considered. Finally, there is a short overview of some possible Bluetooth applications.
1. INTRODUCTION

As one of the youngest member of the LAN family, wireless LANs were little used until recently. The main reasons for this were high prices and low data rates, as well as licensing requirements. However, increasing requirements for mobility, relocation and coverage of locations difficult to wire are making wireless LANs more popular every day.

Wireless LANs can be designed in many different ways depending on their applications, one kind is a wireless ad-hoc network. An ad-hoc network is a peer-to-peer network set up temporarily to meet some immediate need. In contrast to the majority of radio systems in use today, it doesn’t have any centralized server. Ad hoc radio systems have been in use for some time, for example walky-talky systems are broadly used by police, military and fire departments. However, the Bluetooth system is the first commercial ad hoc radio system envisioned to be used on a large scale and widely available to the public.

The Bluetooth radio system began as an idea of Ericsson Mobile Communications in 1994., but today, it is the result of the joint effort of many large companies (Ericsson, Intel, IBM, Toshiba, Nokia, Microsoft, Lucent, etc). The Bluetooth system is named after Harald Blatand, a tenth-century Danish Viking king, who united Denmark and Norway. The name was adopted because Bluetooth wireless technology is expected to unify the telecommunication and computing industry. The main aim of Bluetooth is to be widely available, inexpensive, convenient, easy to use, reliable, small, and low power.

One of the most important characteristics of the Bluetooth specification is that it should allow devices from lots of different manufacturers to work with one another. For that reason, Bluetooth doesn't only define a radio system, but also a software stack that enables applications to find other Bluetooth devices in the area, discover what services they can offer, and use that services. Bluetooth allows up to eight devices to connect together in a group called a piconet. Different piconets can be linked into scatternets, but the data rate between scatternets will be lower than the rate within a single piconet.

The rest of the project is organized as follows: in chapter 2, Bluetooth radio system architecture is presented. In chapter 3, some more important layers of the Bluetooth protocol stack are described. Basic security elements are mentioned in chapter 4. Chapter 5 presents power management issues, while in chapter 6 we can see how Bluetooth specification deals with QoS problems. Finally, description of some possible Bluetooth applications concludes this project in chapter 7.

2. BLUETOOTH RADIO SYSTEM ARCHITECTURE

Bluetooth devices operate at 2.4GHz, in the globally available, license-free, ISM band. That is the bandwidth reserved for general use by Industrial, Scientific and Medical applications worldwide. Since this radio band is free to be used by any radio transmitter as long as it satisfies the regulations, the intensity and the nature of interference can't be predicted. Therefore, the interference immunity is very important issue for Bluetooth. Generally, interference immunity can be obtained by interference suppression or avoidance. Suppression can be obtained by coding or direct-sequence spreading, but the dynamic range of interfering signals in ad hoc networks can be huge, so practically attained coding and processing gains are usually inadequate. Avoidance in frequency is more practical. Since ISM band provides about 80MHz of bandwidth and all radio systems are band limited, there is a high probability that a part of the spectrum can be found without a strong interference. 

Considering all this, FH-CDMA (Frequency Hopping - Code Division Multiple Access) technique has been chosen to implement the multiple access scheme for the Bluetooth. It combines a number of properties, which make it the best choice for an ad hoc radio system. It fulfills the spreading requirements set in the ISM band, i.e. on average the signal can be spread over a large frequency range, but instantaneously only a small part of the bandwidth is occupied, avoiding most of potential interference. It also doesn't require neither strict time synchronization (like TDMA), nor coordinated power control (like DS-CDMA). In the 2.45GHz ISM band, a set of 79 hop carriers has been defined, at 1MHz spacing. A nominal hop dwell time is 625 us. Full-duplex communication is achieved by applying time-division duplex (TDD), and since transmission and reception take place at different time slots, they also take place at different hop carriers. A large number of pseudo-random hopping sequences have been defined, and the particular sequence is determined by the unit that controls the FH channel. That unit is usually called the master and it also defines timing parameters during the certain session. All other devices involved in the session, the slaves, have to adjust their spreading sequences and clocks to the master's.

Bluetooth uses Gaussian-shaped frequency shift keying (GFSK) modulation with a nominal modulation index of k=0.3. This binary modulation was chosen for its robustness, and, with the accepted bandwidth restrictions, it can provide data rates to about 1Mbps. A noncoherent demodulation can be accomplished by a limiting FM discriminator. This simple modulation scheme allows the implementation of low-cost radio units, which is one of the main aims of the Bluetooth system.

An FH Bluetooth channel is associated with the piconet. As mentioned earlier, the master unit defines the piconet channel by providing the hop sequence and the hop phase. All other units participating in the piconet are slaves. However, since the Bluetooth is based on peer communications, the master/slave role is only attributed to a unit for the duration of the piconet. When the piconet is cancelled, the master and slaves roles are canceled too. In addition to defining the piconet, the master also controls the traffic on the piconet and takes care of access control. The time slots are alternatively used for master and slaves transmission. In order to prevent collisions on the channel due to multiple slave transmissions, the master applies a polling technique, for each slave-to-master slot the master decides which slave is allowed to transmit. If the master has no information to send, it still has to poll the slave explicitly with a short poll packet. This master control effectively prevents collisions between the participants in the piconet, but independent collocated piconets may interfere with one another when they occasionally use the same hop carrier. This can happen because units don't check for a clear carrier (no listen-before-talk). If the collision occurs, data are retransmitted at the next transmission opportunity. Due to the short dwell time, collision avoidance schemes are less appropriate for FH system.

3. BLUETOOTH PROTOCOL STACK

The Bluetooth protocol stack is defined as a series of layers, though there are some features which cross several layers. A Bluetooth device can be made up of two parts: a host implementing the higher layers of the protocol stack, and a module implementing the lower layers. This separation of the layers can be useful for several reasons. For example, hosts such as PCs have spare capacity to handle higher layers, allowing the Bluetooth device to have less memory and a less powerful processor, which leads to cost reduction. Also, the host device can sleep and be awoken by an incoming Bluetooth connection. Of course, an interface is needed between the higher and lower layers, and for that purpose the Bluetooth defines the Host Controller Interface (HCI). But for some small and simple systems, it is still possible to have all layers of the protocol stack run on one processor. An example of such a system is a headset.
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Figure 3.1  The Bluetooth Protocol Stack

3.1 Bluetooth Module

Baseband - There are two basic types of physical links that can be established between a master and a slave:

· Synchronous Connection Oriented (SCO)

· Asynchronous Connection-Less (ACL)

An SCO link provides a symmetric link between the master and the slave, with regular periodic exchange of data in the form of reserved slots. Thus, the SCO link provides a circuit-switched connection where data are regularly exchanged, and as such it is intended for use with time-bounded information as audio. A master can support up to three SCO links to the same or to different slaves. A slave can support up to three SCO links from the same master.

An ACI link is a point-to-multipoint link between the master and all the slaves on the piconet. It can use all of the remaining slots on the channel not used for SCO links. The ACL link provides a packet-switched connection where data are exchanged sporadically, as they become available from higher layers of the stack. The traffic over the ACL link is completely scheduled by the master.

Each Bluetooth device has a 48 bit IEEE MAC address that is used for the derivation of the access code. The access code has pseudo-random properties and includes the identity of the piconet master. All the packets exchanged on the channel are identified by this master identity. That prevents packets sent in one piconet to be falsely accepted by devices in another piconet that happens to use the same hopping frequency in the certain time slot. . All packets have the same format, starting with an access code, followed by a packet header and ending with the user payload.


Figure 3.2  Bluetooth packet structure

The access code is used to address the packet to a specific device. The header contains all the control information associated with the packet and the link. The payload contains the actual message information. The Bluetooth packets can be 1, 3, or 5 slots long, but the multislot packets are always sent on a single-hop carrier.

The Link Controller - The link control layer is responsible for managing device discoverability, establishing connections and maintaining them. In Bluetooth, three elements have been defined to support connection establishment: scan, page and inquiry. 

Inquiry is a process in which a device attempts to discover all the Bluetooth enabled devices in its local area. A unit that wants to make a connection broadcasts an inquiry message that induces the recipients to return their addresses. Units that receive the inquiry message return an FHS (FH-synchronization) packet which includes, among other things, their identity and clock information. The identity of the recipient is required to determine the page message and wake-up sequence. For the return of FHS packets, a random backoff mechanism is used to prevent collisions.


Figure 3.3  Discovering a Bluetooth device

A unit in idle mode wants to sleep most of the time to save power, but, from time to time, it also has to listen whether other units want to connect (page scan). In truly ad hoc system, there is no common control channel a unit can lock to in order to listen for page messages. So, every time the unit wakes up, it scans at a different hop carrier for an extended time. A trade-off has to be made between idle mode power consumption and response time: increasing the sleep time reduces power consumption but prolongs the time before an access can be made. The unit that wants to connect has to solve the frequency-time uncertainty: it doesn't know when the idle unit will wake up and on which frequency. For that reason, the paging unit transmits the access code repeatedly at different frequencies: every 1.25ms the paging unit transmits two access codes and listens twice for a response. In 10ms period, 16 different hop carriers are visited. If the idle unit wakes up in any of these 16 frequencies, it will receive the access code and start with a connection setup procedure. First, it will notify the paging unit by returning a message, and then it will transmit a FHS packet which contains all of the pager's information. This information is then used by both units to establish the piconet. Once a baseband link is established, the master and slave can exchange roles if they wish, so that slave becomes master and master becomes slave.

It should be noted that the control of links rests completely with the local device. If it doesn't make itself discoverable by page scanning it cannot be found, if it  does not make itself connectable by page scanning it cannot be linked with, and once in a connection it is free to disconnect without warning at any time.

Audio - Audio data is carried via SCO (Synchronous Connection Oriented) channels. These SCO channels use pre-reserved slots to maintain temporal consistency of the audio carried on them. This allows us to build devices such as wireless headsets, microphones and headphones using Bluetooth for many consumer products such as cellular phones, call centre switchboards, or even personal musical playback.

There are two routes for audio to pass through a Bluetooth system: through the HCI as data in HCI packets, and via direct PCM connection to the baseband CODECs.


Figure 3.4   Position of audio in the Bluetooth stack

The HCI route has some deficiencies in carrying audio data, i.e. packets crossing the HCL are subject to flow control and therefore to variable latency due to microcontroller executing the HCI and LM (Link Manager) tasks. The direct PCM route is not well specified in the Bluetooth specifications, but is very common in commercial implementations.

The Link Manager - The host drives a Bluetooth device through Host Controller Interface (HCI) commands, but it is the link manager that translates those commands into operations at the baseband level. Its main functions are to control piconet management (establishing and destruction of the links and role change), link configuration, and security and QoS functions.

Link manager communicates with its peers on other devices using the Link Management Protocol (LMP). Every LMP message begins with a flag bit which is 0 if a master initiated the transaction and 1 if the slave initiated the transaction. That bit is followed by a 7-bit Operation Code, and by the message's parameters.


Figure 3.5  LMP PDU payload body

When a link is first set up, it uses single-slot packets by default. Multi-slot packets make more efficient use of the band, but there are some occasions when they can't be used, for example on noisy links or if SCO links don't leave sufficient space between their slots for multi-slot packets.

LMP also provides a mechanism for negotiating encryption modes and coordinating encryption keys used by devices on both ends of the link. In addition, LMP supports messages for configuration of the quality of service on a connection. Packet types can automatically change according to the channel quality, so that the data can be transferred at a higher rate when the channel quality is good, and on lower rates with more error protection if the channel quality deteriorates.

3.2 Bluetooth Host

Logical Link Control and Adaptation Protocol (L2CAP) - Logical Link Control and Adaptation Protocol takes data from higher layers of the Bluetooth stack and from applications and sends them over the lower layers of the stack. It passes packets either to the HCI, or in a host-less system directly to the Link Manager. The major functions of the L2CAP are:

· Multiplexing between different higher layer protocols to allow several higher layer links to share a single ACL connection. L2CAP uses channel numbers to label packets so that, when they are received, they can be routed to the correct place.

· Segmentation and reassembly to allow transfer of larger packets than lower layers support.

· Quality of service management for higher layer protocols.

All applications must use L2CAP to send data. It is also used by Bluetooth's higher layers such as RFCOMM and SDP, so L2CAP is a compulsory part of every Bluetooth system.

RFCOMM - RFCOMM is a simple, reliable transport protocol that provides emulation of the serial cable line settings and status of an RS-232 serial port. It provides connections to multiple devices by relying on L2CAP to handle multiplexing over single connection. RFCOMM supports two types of devices:

· Type 1 - Internal emulated serial port. These devices usually are the end of a communication path, for example a PC or printer.

· Type 2 - Intermediate device with physical serial port. These are devices that sit in the middle of a communication path, for example a modem.

Up to 30 data channels can be set up, so RFCOMM can theoretically support 30 different services at once. RFCOMM is based on GSM TS 07.10 standard, which is an asymmetric protocol used by GSM cellular phones to multiplex several streams of data onto one physical serial cable.

The Service Discovery Protocol - One of the most important members of the Bluetooth protocol stack is Service Discovery Protocol (SDP). It provides a means for an SDP client to access information about services offered by SDP servers. An SDP server is any Bluetooth device which offers services to other Bluetooth devices. Information about services is maintained in SDP databases. There is no centralized database, so each SDP server maintains its own database. The SDP database is simply a set of records describing all the services which a Bluetooth device can offer to another Bluetooth device, and service discovery protocol provides a means for another device to look at these records. To make it easier to find the service you want, services are arranged in a hierarchy structure as a tree which can be browsed. Clients begin by examining the root of the tree, then follow the hierarchy out to the leaf nodes where individual services are described.

To browse service classes, or get information about a specific service, SDP clients and servers exchange messages which are carried in SDP Protocol Data Units (PDUs). The first byte of PDU is an ID, identifying the message in the PDU. Services have Universally Unique Identifiers (UUIDs) that describe them. The services defined by the Bluetooth profiles have UUIDs assigned by the standard, but service providers can define their own services and assign their own UUIDs to those services.


Figure 3.6  Structure of an SDP PDU

SDP relies on L2CAP links being established between SDP client and server, before retrieving SDP information. Stages in setting up an SDP connection are shown on a following figure.

Figure 3.7  Stages in setting up an SDP session

Supported Protocols - As mentioned at the beginning of this paper, one of the most important characteristics of the Bluetooth specification is that it should allow devices from lots of different manufacturers to work with one another. For that reason, Bluetooth is designed in such a way to allow many different protocols to be run on top of it. Some of these protocols are:

1. The Wireless Access Protocol (WAP) - WAP provides a protocol stack similar to the IP stack, but it is tailored for the needs of mobile devices. It supports the limited display size and resolution typically found on mobile devices by providing special formats for Web pages which suit their capabilities. It also provides for the low bandwidth of mobile devices by defining a method for WAP content to be compressed before it is transmitted across a wireless link. WAP can use Bluetooth as a bearer layer in the same way as it can use GSM, CDMA and other wireless services. The WAP stack is joined to the Bluetooth stack using User Datagram Protocol (UDP), Internet Protocol (IP) and Point to Point Protocol (PPP).

2. Object Exchange Protocol (OBEX) - OBEX is a protocol designed to allow a variety of devices to exchange data simply and spontaneously. Bluetooth has adopted this protocol from the Infrared Data Association (IrDA) specifications. OBEX has a client/server architecture and allows a client to push data to a server or pull data from the server. For example, a PDA might pull a file from a laptop, or a phone synchronizing an address book might push it to a PDA. The similarities between the two communications protocols' lower layers mean that IrDA's OBEX protocol is ideally suited to transferring objects between Bluetooth devices.

3. The Telephony Control Protocol - Bluetooth's Telephony Control protocol Specification (TCS) defines how telephone calls should be sent across a Bluetooth link. It gives guidelines for the signaling needed to set up both point to point and point to multipoint calls. By use of TCS, calls from an external network can be directed to other Bluetooth devices. For instance, a cellular phone could receive a call and use TCS to redirect the call to a laptop, allowing the laptop to be used as a hands-free phone. TCS is driven by a telephony application which provides the user interface, and provides the source of voice or data transferred across the connection set up by TCS.

Applications: The Bluetooth Profiles - In addition to protocols which guarantee that two units speak the same language, Bluetooth specification defines the profiles. They are associated with applications. The profiles specify which protocol elements are mandatory in certain applications. This concept prevents devices with little memory and processing power implementing the entire Bluetooth stack when they only require a small fraction of it. Simple devices like a headset or mouse can thus be implemented with a strongly reduced protocol stack.

The Bluetooth profiles are organized into groups, with each profile building upon the one beneath and inheriting features from below. For developers, this means that key features of one Bluetooth solution can be reused in other solutions, bringing down development costs and speeding up the development cycle.


Figure 3.8  Bluetooth profiles

The profiles implemented by Bluetooth version 1.0 are:

· Generic Access - It defines the basic rules for using the protocol stack.

· Serial Port - How to use RFCOMM's serial port emulation capabilities in Bluetooth products.

· Dial-up Networking - A Bluetooth link to a modem.

· FAX - How to transfer a fax over Bluetooth.

· Headset - A duplex link to a headset, controlled by an audio gateway such as cellular phone.

· LAN Access Point - A link to LAN via Bluetooth.

· Generic Object Exchange - A set of rules for using OBEX, which supports file transfer, object push and synchronization profiles.

· File Transfer - Transferring files between Bluetooth devices.

· Object Push - Pushing objects from a Bluetooth enabled server to a client.

· Synchronization - Synchronizing objects between Bluetooth devices.

· Cordless Telephony - Forwarding telephone calls to Bluetooth devices.

· Intercom - Short range voice connections between Bluetooth devices.

4. SECURITY
Basic security elements need to be considered to prevent unauthorized usage and eavesdropping in Bluetooth system though it is mainly intended for short-range connectivity between personal devices. Security features are included at the link level and are based on a secret link key that is shared by a pair of devices. To generate this key a pairing procedure is used when the two devices communication for the first time. 

At connection establishment, an authentication process is carried out to verify the identities of the units involved. The authentication process uses a conventional challenge-response routine. The verifier compares signed response (SRES) produced by the claimant with its own SRES and decides if  the challenger may continue with connection establishment. To prevent eavesdropping on the link, which is a danger inherent to radio communications, the payload of each packet is encrypted. Encryption is based on stream ciphering; the payload bits are modulo-2 added to a binary keystream. 

The central element in the security process is the 128-bit link key. This link key is a secret key residing in the Bluetooth hardware and is not accessible by the user. The link key is generated during an initialization phase. Once the initialization has been carried out, the 128-bit link keys reside in the devices and can from then on be used for automatic authentication without user interaction. In addition, methods are available to use the same encryption keys for all slaves in a single piconet. 

Bluetooth provides limited number of security elements at the lowest level. More advanced security procedures can be implemented at higher layers. 

5. POWER MANAGEMENT

As many Bluetooth devices are operated by batteries, special attention has been paid to the reduction of power consumption in the design. And many tests have been done to prove that Bluetooth devices are too low in power to have any negative impact on health.  Three low-power modes, which extend battery life by reducing activity on a connection, have been defined. These modes are called Park, Hold, and Sniff. 

Park mode provides the greatest opportunities for power saving. The device only wakes up in periodic beacon slots when it listens for unpark transmission from the Master. If it is not unparked, it goes back to sleep, switching off its receiver. Devices that are parked give up their active member addresses, so one Master can have more devices in Park mode at once. In Sniff mode, the slave does not scan at every master-to-slave slot, but has a larger interval between scans. Devices in Sniff mode keep their active member address.  Typically, sniffing devices will be active more often than parked devices. Both Park and Sniff modes involve putting devices into a state where they wake up periodically while Hold mode just puts a connection in a low-power state for a single period. So a Master needs to perform an inquiry to be able to service the connections again. 

In the connection state, current consumption is minimized and wasteful interference prevented by only transmitting when data is available. In longer periods of silence, the master needs to send a packet on the channel once in a while such that all slaves can resynchronize their clocks and compensate for drift. During continuous TX/RX operations, a unit starts to scan for the access code at the beginning of the RX slot. If the access code is not found, or even if it is found but the slave address does not match the recipient, the unit goes to sleep until the next slot. The header indicates what type of packet it is and how long the packet will last; therefore, the non-addressed recipients can determine how long they can sleep. 

The nominal transmit power used by most Bluetooth applications for short-range connectivity is 0 dBm. This restricts current consumption and keeps interference to other systems to a minimum. However, the Bluetooth radio specifications allow TX power up to 20 dBm. Above 0 dBm, closed-loop received signal strength indication power control is mandatory. This power control can compensate for propagation losses and slow fading. 

In low-power modes many layers of the Bluetooth protocol stack are involved: as after periods of inactivity, the device may lose synchronization and need to listen for transmissions over a wider window than usual, the baseband layer alters correlator properties. The link manager provides a variety of messages to configure and negotiate the low-power modes between ends of a connection. HCI provides a set of commands that may be used by a host to configure and control the power-saving capabilities of a module. L2CAP must be aware of low-power modes for its quality of service commitments.

6. QoS

Different Bluetooth devices may have different requirements for data rate, delay variance, and reliability. The specification provides Quality Of Service (QOS) configuration for the properties of links according to the requirements of higher layer applications or protocols. These properties include the type of QOS, token rate, token rate bucket size, peak bandwidth, latency and delay variation. 


Figure 6.1  QoS Messaging

Figure 6.1 shows how to use message throughout the Bluetooth protocol stack to control QOS. Messages configuring and setting up QOS flow vertically up and down the layers of the stack, while Link manager and Logical Link control and Adaptation layer (L2CAP) configure QOS in peer to peer negotiations. Link Manager actually implements QOS policies for it configures and controls the baseband links and has various means to try to meet the QOS which L2CAP requests. 

When a link is first set up, QOS is requested from the higher layer to L2CAP. Then the negotiation packets of QOS configuration are sent between local and remote L2CAP. The link manager provides QOS capabilities according to the requests from L2CAP. On systems with an HCI, this interaction between L2CAP and Link Manager is accomplished through a series of HCI commands and events. LMP commands can be used to configure the poll interval, the maximum interval between packets sent from Master to Slave, and the broadcast packet repeat times. QOS setup completion is generated when LMP has finished setting. If failed, message will be sent back to higher layer to decide whether to try again or to give up. If succeeded, the channel will then open for transferring data at the desired QOS. 

Even a channel has been configured, it is important that applications are aware whether their QOS is not as requested, as they may wish to either shut down the link rather than run it at an inappropriate quality, or shut down other links to improve this link. In such case, lower layers send QOS violation events to tell the higher layers and let them decide what to do about it. 

7. WHAT IS BLUETOOTH FOR?

Although originally thought of simply as a replacement for the nest of wires that connects PCs to keyboards and printers, Bluetooth quickly evolved into a system that will allow people to detect and communicate with each other through a variety of mainly portable devices without their users' intervention. Bluetooth devices will be able to talk to each other as they come into range, which is about 10 meters, although this can be extended to more than 100 meters by increasing the transmit power from a nominal 1mW to as much as 100mW. Bluetooth technology is expected to make its debut in cell phones and Palm-type personal digital assistants (PDAs), but then will move quickly into notebook and laptop computers, printers, scanners, digital cameras, household appliances, games, toys, and more.

With Bluetooth technology, one can send e-mail from the computer on his lap to the cellular phone in his briefcase. Bluetooth-linked cell phone or similarly equipped PDA can automatically synchronize with desktop PC whenever the cell phone passes it within the Bluetooth range. Or, one can have hands-free communication between a Bluetooth enabled headset and a cell phone. Or download images from a digital camera to a PC or a cell phone...

Presently, Nokia and Fujifilm are working on a mobile imaging technology that should enable Nokia to add a Bluetooth chip to its clamshell-shaped 9110 Communicator so that it can receive images taken on a Bluetooth-equipped Fujifilm digital camera.

Finnish telecom operator Sonera has even demonstrated a Bluetooth enabled vending machine - consumers buy products out of the machine by simply signaling an account code from a Bluetooth cell phone or PDA.

Many other applications can be also thought of Bluetooth can serve as a means for connecting laptop computers or other devices to the public Internet in airport lounges and conference centres through permanent access points. It can also enable its users to exchange business cards with everyone who passed on a street through a Bluetooth enabled Palm - but not unless it has been given permission to identify the user to anyone. Maybe it would be neat to have a system that would automatically reset all the digital clocks in a house following the power outage. Or, to have a Bluetooth link between the roller blades and a speedometer in a digital watch. But all these applications will have to wait for some more time before they hit the market, since there is still a lot of work to be done, mostly regarding interoperability issues and final test procedures for Bluetooth products.

8. CONCLUSION

The Bluetooth system is a universal interface developed to enable electronic devices to communicate wirelessly via short-range ad hoc radio connections. This project presents general overview of the Bluetooth radio system architecture.  It focuses on a description of the Bluetooth protocol stack, which is designed to achieve better interoperability for data communication between devices. With the restrictions set by specification, security, power management and QOS are introduced to further improve this new promising technology design issue.
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