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Training Gym 2 (Guidance)

Provide Exercise Guidance

(Motivation)

~H Keep up Motivation of Exercise
a Bike lesson

tivating Example

e

\\ "Bgob: Coach Yoga lesson

~

Health Monitor Devices
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Privacy-Friendly Service
Prlvacv Preference
o sl isvae >
A3
BMI is private
@) AIice

Adjust to individual }
privacy preferences

Member A

Need to know BMI
and age for guidance—05 o,

Bob: Coach
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Service Level for Member B:
Share her age as
Pseudonym information
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Dave: Boss

Adapt to Privacy J
Context Changes

New Service Level:
Share her age as Anonymous
information

Member A

Bob: Coach

Increase Privacy Risks

ive Framework
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mbers

. ~

Dave: Boss

Adapt to Privacy J

Context Changes

New Service Level:
Share her age as Anonymous
information

Member A

Bob: Coach — =

- Increase Privacy Risks

Difificulties
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An Adaptive Framework for Individual Privacy

Available Services Alice
Choice

Privacy Preference (Impact)
Private Info. Coach Friend Other

(Guidance) v . BMI Moderate | Moderate | No
Provide Exercise Guidance 29 <
(Motivation) W, Age High Moderate | Moderate

Keep up Motivation of Exercise

Risk based Service Levels
+ Likelihood of Privacy Breaches

% Privacy Requirements

S
Impact on sharing age
with Coach

for Alice
< LTo satisfy

Copyright 2015 GRACE Center All Rights Reserved.
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Example: Specification of Service Options

Available Services Options and the details Requirements of Private
Information

(Guidance) Coach recommends an Kcoacn(nickname, Age, BMI)
Provide Exercise Guidance exercise program and the
goals of BMI
(Motivation) Option (SF) Share status of Kgieng(nickname, BMI)
Keep up Motivation of reducing BMI with Friends
A Option (SO) Share status of Koer (Nickname, BMI)
reducing BMI with Other

members Other members will know BMI

f Role of nickname by this service

f Private !nfogmation

Age
-Friend BMI
Copyright 2015 GRACE Center All Rights ReB@ub: CoaCh :Other 9
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How to assess Privacy Risk for a user?

Available Services Options and the details Requirements of Private
Information

(Guidance) Coach recommends an Kcoacn(nickname, Age, BMI)
Provide Exercise Guidance exercise program and the
goals of BMI
(Motivation) Option (SF) Share status of Kgieng(nickname, BMI)
Keep up Motivation of reducing BMI with Friends
A Option (SO) Share status of Koer (Nickname, BMI)
reducing BMI with Other

members

Alice needs to assess her privacy
risk of private information leakage
Alice:User for each service

TN
:/\"}\

R

4
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What’s Privacy Risk via service?

1 of Leak . Subjective damage when Possibility for someone
RI.S oblea age o private information is known to know private
e gmanen by someone information via service

Privacy Risk = Impact x Likelihood

/ Depends on a service, }
I e

3601ﬁcat10n

:Friend
(—Demﬁon a context, 1
e.g. number of Friends

Copyright 2015 GRACE Center All Rights Reserved. 1
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Privacy Preference

Subjective Privacy Impact Level of Alice

Role Coach Friend Other
Private Info.

A 1mpact level when a
role knows private
information via service

Age High Moderate | Moderate

Impact Level = Negative Feeling =
{Terrible, High (Very Bad), Moderate (I don’t Know), No (No Problem)}

~

Bob: Coach Alice

Copyright 2015 GRACE Center All Rights Reserved. 12
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Likelihood with Privacy Context

Ex) Likelihood Specification of Option (SF)

=
.~ Frequency of Communication

{1 j [ ]
- ‘3)\ Ny \ ‘W 4 Depends on.the }
&g number of Friends

Privacy Likelihood Specification of BMI

Likelihood Level Privacy Context

10 <= Number(Friend) < 20

" High | 30 < Number(Friend) <40

Copyright 2015 GRACE Center All Rights Reserved. 13
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Privacy Risk = Expected Negative Damage
Privacy Risk of BMI via (SF) for Alice

Alice ImpaCt bikelihood | Very Low Low Moderate High
Info.  Friends (2)) (0.25) (0.5) (0.75) S
o 0OSS1D111
No Risk No Risk No Risk No Risk  No Risk P y
Moderate ) | S I I

Privacy Risk Privacy Context

Likelihood of Privacy Context
SF

Low (L) 20 <= Number(Friend) < 40

Current Risk

High (H) N/A _
Current Number(Friend) = 20

—> Current Risk of BMI via (SF) is Low

Copyright 2015 GRACE Center All Rights Reserved. 14

10<=N

Low

Number(Friend) < 20

30 <= Number(Friend) < 40
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Risk on Exercise Guidance by Coach

Hikelihood No Very Low Low Moderatg High ery High
(1)) (0.1) (0.25) (I5)) (0.75) (1)

No (0) No Risk  No Risk No Risk  No Risk No Risk  INo Risk

Moderate (3) No Risk --- M(2.25) -
EON

) Nors S I

Alice Impact

Private
Information

Private

Information Likelihood

Age High

—> Risk of Age shared with Coach is high

Copyright 2015 GRACE Center All Rights Reserved. 15
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Not So Privacy-Friendly!

(Guidance)
Provide Exercise
Guidance

(G: Level 3)
Koaen(nickname, Age, BMI)

W Risk is high

<ﬁ ]

Coach recommends an exercise p
program and the goals of BMI

Accept? or Nothing?

Copyright 2015 GRACE Center All Rights Reserved. 16
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Service Levels for Risk Mitigation

(Guidance)
Provide Exercise
Guidance

Risk is high
(G: Level 3)
Koaen(nickname, Age, BMI) ] <"7 |

Coach recommends an exerciseJ o

program and the goals of BMI

Age
(G: I.:evel 2) >{Age, BMI} Service level for Risk
K coaen(nickname, abst(Age), BMI) mitigation of age and BMI

Coach recommends an exercise

/ > rae.BMI Automatic guidance
Less functionality 9 without coach
with abstracted 4 (G: Level 1) N
information K oaen 1) /
L@w Rlsk Show a general recommendation with
respect to BMI

Copyright 2015 GRACE Center All Rights Reserved. 17
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Abstraction of Privacy Related Information

K.(u: Identifiable Information, p: Private Information)

!

u ...e.qg. full name

pseudonym(u)
... €.9. nickname

anonymous(u)

... €.g., hiding of u

I\

An example of abstraction

Age

1.12 20..29 30..

13..19
/ \ 30'|' o ovérThirty

beforeTeenT \ Twenties
eenage Thirtie

1
Abst(20:Age) = "Twenties’

v

Abstract

Copyright 2015 GRACE Center All Rights Reserved.
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Various Service Levels for risk mitigation

A member “r” will know privacy information
pl and p2 of a user “u” by service “S0”

SO |- K (u, pl, p2) S0 > S2:
HlQh Value 282 has less risk of p2 leakage

>pi
’ >

p2

[ S1 |- K, (u, abst(pl), p2) ] [ S2 |- K, (u, pl, abst(p2)) ]

>

> p2

p2 B

[ S3 |- K., (u, abst(pl), abst(p2)) ] [ S4 |- K. (pseudonym(u), pl, abst(p2)) ]

>
{p1.p2} Z{p1.p2)

ng ngk [ S5 |- K, (anonymous(u), abst(pl), abst(p2)) ]

Copyright 2015 GRACE Center All Rights Reserved. 19
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Available Services and the Levels:

Service Specifications on Motivation

(Motivation)
Keep up Motivation of
Exercise

High Value

(" (SO: Level 3) Share status of reducing BMI with Others ) (" (SF: Level 3) Share status of reducing )

K ther (nickname, BMI) BMI with Friends
Kying (nickname, BMI)

Show Ranking of members with Reducing BMI, all members with

Reducing BMI and the number of members with Reducing BMI Show Ranking of friends with
\_level J U Reducing BMI Y,
>
>BMI | - BMI , ~
(SE: Level 3)
(SO: Level 2) Ky, inq (nickname, abst(BMI))
K iher (nickname, abst(BMI))
Show all members with Reducing BMI and the number of members ShOVIV{ a(lll meml}aselfilwnh
with Reducing BMI level L cducing J
>

ZBMI :
(SF: Level 3)
King (@anonymous, abst(BMI))

(SO: Level 1) ]
Kother (anonymous, abst(BMI)) Show the number of friends
LShow the number of members with Reducing BMI level J w1th Reducing BMI level

Eopiriiht 201ﬁéﬁerm Rights Reserved. 50
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Risk Assessment of Alice

Available Requirements of Current Risk Recommended Service Level | Alternativ
Services Private Information e Level

(Guidance) Koaen(nickname, BMI: Moderate (G: Level 2) (G: Level 1)
Provide Exercise Age, BMI) Age: High Koacn(nickname, abst(Age), Koaen )
Guidance ’ BMI)
(Motivation) Option (SF) BMI: Low ~gSF: Level 2) N/A
Keep up Ky piong(nickname, Age: No Risk Kgieng(nickname, gbst(BMI)
Motlvatlf)n of BMI) (Number(Friends) = 20) when Moderate R1§k
Exercise (40 <= Number(Friend))
Option (SO BMI: No risk (SO: Level 2 N/A
Komer (nickname,  Age: No risk &ﬁt;le{sﬁd ‘;12221 fstl’{St(BMI))
BMI)

Risk on Si* Privacy Context

\
‘ 20 <= Number(Friend) < 40

Copyright 2015 GRACE Center All Rights Reserved. 51
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Decision of Service Level

disadvantage:
No specific goal

1s recommended
Available Requirements of Current Risk Recommended S e
Services Private Information e Level

(Guidance) Koaen(nickname, BMI: Moderate (G: Level 2) (G: Level 1)
Provide Exercise Age Bw Age: High K¢ fnickname, abst(Age), Keoaentt
Guidance ’ BMI)
(Motivation) Option (SF BMI: Low (SE: Level 2) N/A
Keep. up I<Friend(ni s - ' . 4 abSt(BMI)
Motivation of B (Number(Friends) = 20) when Moderate Risk
Exercise (40 <= Number(Friend))
Option (SO BMI: No risk (SO: Level 2 N/A
Koo, (i e, Age: No risk Komers(ickname, abst(BMI))
B : wirerr Vioderate Risk

(Number(Member) <= 3)

Choose risk mitigation

Copyright 2015 GRACE Center All Rights Reserved.
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Privacy Requirements for Alice

S Privacy Reqlﬁrements _

(Guidance) (G: Level 2)
Provide Exercise Koacn(nickname, abst(Age), BMI)
Guidance
(Motivation) Option (SF: Level 3) (SE: Level 2)
Keep up Motivation Kg.i.ng(nickname, BMI) Krieng(nickname, abst(BMI))
of Exercise when Moderate Risk
(40 <= Number(Friend))
Option (SO: Level 3) (SO: Level 2)
K oo (nickname, BMI) Kothers(nickname, abst(BMI))
when Moderate Risk

(Number(Member) <= 3)

Copyright 2015 GRACE Center All Rights Reserved. - 23
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An Adaptive Framework for Individual Privacy

Privacy Preference (Impact)

Available Services Private Info. = Coach Friend Other

(Guidance) v . BMI Moderate | Moderate | No
Provide Exercise Guidance 29 <
(Motivation) W, Age High Moderate | Moderate

Keep up Motivation of Exercise

/ i | .
/- = % Impact on sharing age
@ with Coach
Y

% Privacy Requirements

for Ali
Risk based Service Levels v ve :
+ Likelihood of Privacy Breaches { }TO satisfy

N

An Adaptive Framework

Copyright 2015 GRACE Center All Rights Reserved. 24
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An Adaptive Framework for Individual Privacy

Privacy Preference (Impact)

Available Services Private Info.  Coach Friend Other

(Guidance) v all
Provide Exercise Guidance - Q ‘

(Motivation) v
Keep up Motivation of Exercise

Age High Moderate | Moderate

% Privacy Requirements

for Ali
Risk based Service Levels g oS :
+ Likelihood of Privacy Breaches { }TO satisfy

NS

An Adaptive Framework
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Controller of Service Behavior Model

Service Specifications

J

(SO: Level 3)
K thers 1 (nickname, BMI) }

[risk becon

]

X

(SO: Level 2)

7

[

/

(SO: Level 1)
Kothers {(abSt(BMI))}

[risk becornes lower]/

Controller Model for Ad nt
an individual Calculate }/
e Ranking
Compose % Calculate Calculate
(SO: Level 3) | (> Members Number
X Service Templates
. . - “\
1es lower]/ [risk beQS higher] [ Authenticate ]<’ A

Compose

Co se
(SO: Level 2)

|

[risk becomgs higher]

K ihers 1(nickname, abst(BMI))}
Controller

monitors the
Copyright 2015 GRACE Centerk Change Of riSk

Compose
(SO: Level 1)

TR

J

J

S

Service

([ Authenticate }6. )

J

_ J
Behavior Model




A
Service Specification for (MO: Level 3)
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(MO: Level 3)
Kother (Nickname, BMI)

=l generated from privacy}
Policy Manager redui
quirements
for (MO;, Level 3 =
or(MO; Level ) Composition Pattern

ﬂ (nickname,BMI)

IR e e R
Policy Manager | N ! Calculate N
for (MO: Le\\\/el 2) )i (nickname,abst(BMI)) Ranking
\\\ v _______________________
T(anonymous, abst(BMI)) Calculate
A Members
O N s
: =l Calculate
Policy Manager | Number
for (MO: Level 1) ~— . | | J
manages privacy

_______________________________________________________________________

requirements of
_users using Level 1/

Copyright 2015 GRACE Center Al
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Service Specification for Level 2 and 1

(MO: Level 2)
Kother (Nickname, abst(BMI))

[ PM for (MO: Level 3) } ________________ Composition Pattern

‘1 (nickname,abst(BMI)) f-i-.._ (77777 e
\ : “:---_>f )\ :

7 | | Calculate

PM for (MO: Le\;\v(‘pl 2) ) N i Members J
| (

(afl—(—)’nymous, abst(BMI)) b \; Calculate
7 ; 3\ Number -
PM for (MO: Level 1) |

[ ] (MO: Level 1)
PM for MO: Level 3) )™ K., (@nonymous, abst(BMI))

[ PM for (MO: Level 2 }

or (MO: Level 2) N .
(anonymous, abst(BMI)) |.:
—7 |

C
{ PM for (MO: Level 1) }
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Controller of Service Behavior Model

Service Specifications

J

SO: Level 3
K thers 1 (nickname, BMI) }

[risk becon

]

X

(SO: Level 2)

7

[

/

SO: Level 1
Kothers {(abSt(BMI))}

[risk becornes lower]/

Kthers {(nickname, abst(BMI))}
Controller

monitors the
Copyright 2015 GRACE Centerk Change Of riSk

Controller Model for Ad nts
an individual Calculate }/
e Ranking
Compose % Calculate Calculate
(SO: Level 3) | (™~ Members Number
x Service Templates
. . (Z “\
1es lower]/ [risk beQS higher] [ Authenticate ]<‘ A
Compose Cb se . Calculate
(SO: Level 2)
©
\\ )J
isk b high ) = -
sk becomds hahe™ Service Behavior Model
(| R
T T ee [ Authenticate }e.
P AN

|

(SO: Level 1)

J

J
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Compose
. . [ (SO: Level 3) ]
Change of Service Behavior ( )
"""""""""""" =] Delete “Calculate ~~"Compose
Calculate Ranking” when not | }-1_ (SO: Level 2)
Ranking currentstate
""""""""""" \' sss5+y , ‘/./
Calculate | Gomnose
Members | § [ (SO: Level 1) }
"""""""""""" N
Calculate | i
Number ) » "
S S ———— | Calculate
I"'"""""""'"""'""""'"""""""""""f """" ; "'\ Members
Compose “Calculate “ A\, ¥ | ——————=
Ranking” when not Calculate
calculating Number

_______________________________

_______________________________

: | Calculate
Number

; | | i Delete “Calculate
i | | | Number” when not
| Gopyrighl 2015-GRACE ContarAlRighis Resemadanl ... ... B current state 20
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Adaptive Privacy Framework [Omoronyial3]

Models Privacy awareness
Controller B requirements
e we— E::’lj g Monitoring Monitored Attributes
,,,,, e ® @ X ) . d.
Behavioural Context identify > SeoveT ‘ ,
model model | Privacy Threats Analysis
i%% determine ‘
==
. . / Utility of disclosure

User privacy requirements -

PrefererV Threat & Value make l P/anning
/ I /pdﬁfe//

_ Disclosure decision
— Risk Assessment Execution

~

=~ Change mind and context change

[OMoronyia13] Inah Omoronyia, Luca Cavallaro, Mazeiar Salehie, Liliana Pasquale, and Bashar Nuseibeh. Engineering
Copyright gdaptive privacyrenstiecrole of privacy awareness requirements. ICSE '13, pp. 632-641. 31
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Conclusion

H We propose

A notation of privacy requirements and user
preferences for privacy,

Guidelines to specify privacy options, and

An adaptation framework to generate behavior with
privacy options automatically.

E> We can provide privacy options efficiently
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