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Review: HTTP

« URL

— http://www.cs.uvic.ca/~pan/csc450
 HTTP

— client-server model

— request-reply transaction
« HTML

— anchors

— objects
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Domain names

* You say
— WWW.CS.uvic.ca
— hostname+domain name
e | say
- 142.104.100.111
— |Pv4 address
» Name-address mapping
—initially, centralized hosts.txt; doesn’'t scale!
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Name space

 Hierarchical, distributed
— gTLD: generic top-level domain
— ccTLD: country-code top-level domain
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DNS: client view

» Local DNS resolver: gethostbyname()

— letc/host.conf
» order hosts,bind

— letc/hosts
« 1234 nameserver
— letc/resolv.conf
* nameserver 1.2.34
» Local DNS server
— DNS “proxy”
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DNS. servers

e Local DNS server
— where’ s www.cs.uvic.ca.

* Root DNS server (.)
— ask ca01.cira.ca.

o Top-level-domain DNS server (.ca.)
— ask dns1.uvic.ca.

o Authoritative DNS server

— primary, secondary
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Root DNS servers

o {a..m}.root-servers.net.

b USC-ISI Marina del Rey, CA
| ICANN Los Angeles, CA
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e NASA Mt View, CA
f Internet Software C. Palo Alto, CA
(and 17 other locations]

a Verisign, Dulles, VA
¢ Cogent, Herndon, VA (also Los Angeles)
d U Maryland College Park, MD k RIPE London (also Amsterdam,

g US DoD Vienna, VA Frankfurt)

h ARL Aberdeen, MD i Autonomica, Stockholm (plus 3

j Verisign, ( 11 locations) other locations)
o -r m WIDE Tokyo

_ 13 root name
i o, servers
‘ =5 worldwide
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DNS queries

» Local DNS resolver-server

#nslookup AUTHORITY RECORDS
>set debug -> ¢s.uvic.ca
>WWW.CS.uvic.ca nameserver = active.uvic.ca.
QUESTIONS -> cs.uvic.ca

WWW.cs.uvic.ca, type = A, class = IN nameserver = dnsl.uvic.ca.
ANSWERS ADDITIONAL RECORDS

-> WWW.CS.uvic.ca -> dnsl.uvic.ca

canonical name = thing2.cs.uvic.ca. internet address = 142.104.6.1

-> thing2.cs.uvic.ca -> active.uvic.ca

internet address = 142.104.100.111 internet address = 142.104.96.2
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DNS queries. more

* Local DNS server and higher hierarchy

— recursive query :
— iterative query : . . - -
* “you can ask someone else”
* Reply cache i
— time-to-live (TTL) s 2 s
o Attackson DNS i v
— cache poisoning MO Ll ol
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This lecture

e DNS
— DNS structure

— DNS server
* DNS resource records

— DNS queries
» Explorefurther

— BIND
» /etc/named.conf, /var/named
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Next |ecture

o Content delivery networks
—HTTPand DNS
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