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Review: TCP

* Service provided by TCP
— connection-oriented
— reliable data transfer

* Service used by TCP

— [P: connectionless, unreliable
* TCP packet header

* TCP protocol mechanisms
— connection management

— flow, error and congestion control
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Today's topics

* Connection management

— how to construct a connection-oriented service
over connectionless services

* TCP: connection-oriented
* IP: connectionless

— TCP connection management

* connection establishment
— three-way handshake

* connection release

— TCP connection state machine
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Last lecture: T

CP packet header

32 Bits >
| l l l | | I l l l I | | | | l l l l | | | l l |
Source port Destination port
d Sequence number >
G Acknowledgement number >
TCP U|AlP|[R]S|F
header RIC[S|S]|Y]| I Window size
length G(\K|H|\T)N/)N
\/ vV vV U
Checksum Urgent pointer
ot Options (0 or more 32-bit words) —
= Data (optional) gy
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Last lecture: Sequence number

* TCP sequence number (32-bit)

— byte sequence for the first byte in payload
@:. SYN/FIN sequencerm\m/b;r/li
— random 1nitial sequence number

* exchanged during 3-way handshake

Y
\>

— sequence number rollover

* Acknowledgment number (32-bit)
— byte sequence for the next byte to expect
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Q: why random ISN?



Last lecture: Control flags

* URG: urgent pointer meaningful

* ACK: acknowledgment number m@
* PSH: logic message boundary

 RST: connectm

* SYN: synchronization (connection establishme

IN: finish (graceful connectio@

— stay tuned: “TCP connection management”

/\

]

/\
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Socket interftace

Server client server

— listen()
Client connect()—* TCP [ listen()
— COoNn nect() 2@ \il/cscoecll){te(%
Server

—accepf()

The purpose of 3-way handshake

— connection establishment

— 1nit1al sequence number exchange

— TCP option negotiation 7
Q: why not ISN = 0?



Connection establishment

* Three-way handshake

— and simultaneous establishment attempts

Host 1 Host 2 Host 1 Host 2

SYN SEQ =
1)
_y,ACK=XT
aYN (SEQ =

(SEQ=X+ T,ACK=y+1)

(@) (6)
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(Start)

, CONNECT/SYN (Step 1 of the 3-way handshake)
State machine o= - D
— CLOSE/— I
1
LISTEN/- | CLOSE/
SYN/SYN + ACK !
(Step 2 {’Bf the 3-way handshake) LISTEN
1
! RST/- ) k SEND/SYN !
SYN - SYN
RC\{D B SYN/SYN + ACK (simultaneous open) SEN
i
i (Data transfer state)
L8 ACK/— SYN + ACK/ACK
------------------ ~ ESTABLISHED (Step 3 of the 3-way handshake)
CLOSE/FIN E
1
CLOSE/FIN '\ FIN/ACK
( (Active close) (Passivse‘\. close)
P Y i e T i
| Y FIN/ACK i | ! i
I FIN - i ! CLOSE |
I 1 : H I
i ACK/— ACK/~ i | ! CLOSE/FIN!
I I ' ! |
! i FIN + ACK/ACK y l | ' l
| FIN -~ TIME | | I;\AC?J |
- |
| WAIT 2 FIN/ACK WAIT | ! : :
i | | I :
e —_ A ___________: __________ .
(Timeout/) '
Y 1
ACK/— 7
(o] M@ <] = » J i —— -

(Go back to start)

event/action



Connection release

* 2-way handshake 1n each direction
— and simultaneous release attempts
FIN(x)ACK(y) FIN(x)ACK(y)

CIOSC() —»> ClOSe() —
— ><

ACK(y+1)

+— close()

LIVA dNIL
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Q: why TIME WAIT?



Connection reset

* Indicate protocol error

— go back to CLOSED or LISTEN state QT

* Reset triggers T

— any packets received in CLOSED
* except recetving a RESET

— unacceptable ACK received
* ¢.g., acknowledging seqno not used yet

— unacceptable segments received
* e.g., seqno above receiver's window
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(Start)

, CONNECT/SYN (Step 1 of the 3-way handshake)
State machine o= - D
— CLOSE/— I
1
LISTEN/- | CLOSE/
SYN/SYN + ACK !
(Step 2 {’Bf the 3-way handshake) LISTEN
1
! RST/- ) k SEND/SYN !
SYN - SYN
RC\{D B SYN/SYN + ACK (simultaneous open) SEN
i
i (Data transfer state)
L8 ACK/— SYN + ACK/ACK
------------------ ~ ESTABLISHED (Step 3 of the 3-way handshake)
CLOSE/FIN E
1
CLOSE/FIN '\ FIN/ACK
( (Active close) (Passivse‘\. close)
P Y i e T i
| Y FIN/ACK i | ! i
I FIN - i ! CLOSE |
I 1 : H I
i ACK/— ACK/~ i | ! CLOSE/FIN!
I I ' ! |
! i FIN + ACK/ACK y l | ' l
| FIN -~ TIME | | I;\AC?J |
- |
| WAIT 2 FIN/ACK WAIT | ! : :
i | | I :
e —_ A ___________: __________ .
(Timeout/) '
Y 1
ACK/— 7
(o] M@ <] = » J i —— -

(Go back to start)

event/action



Client-side view

CLOSED client application
initiates a TCP connection

walt 30 seconds

send Sy
TIME_WAIT i ol
&
recelrve FIM receive Sy & ACK
send ACK. send ACK
h 4
FIN_WAIT 2 ESTABLISHED
client application
camaiae initiates close connection
send nothing FIN_WAIT_1 send FIM
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Server-side view

receive ACK
send nothing

CLOSED

LAST_ACK

Fy

send FIMN

CLOSE_WAIT

receive FIMN

send ACK
6/7/07

server application
creates a listen socket

LISTEN

receive SN
send SYM & ACK

h 4

SYN_RCVD

ESTABLISHED
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receive ACK
send nothing
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This lecture

* TCP connection management
— connection establishment
— connection release
— state machine

* Explore further

— Qs on previous slides
— RFC793 and RFC1122
— TCP state machine and implementation

6/7/07 CSc 450/550

15



Feedback on E1l
* QI

— Nyquist limat
— Shannon limit
— Reft: 5/14/07, slides 7~11

° Q2
— message switching

— packet switching
— Reft: 5/17/07, slide 7
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More feedback on E1l
* Q3

— non-persistent HT'TP connection
— persistent HT'TP connection

— request pipelining

— recursive DNS query

— 1terative DNS query

— Reft: 5/24/07, slides 4~7
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Feedback on S1

* “More exam-like questions™
— we do those on blackboard!
— do take notes 1n class

* “Heavy reading”

— use lecture slides as a guide map
— also check previous offerings

* “Extra office hours 1n addition to MR”
— they will be arranged, especially before exams
— also use the google group for discussion

* Tutorals, labs, etc
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* June |

* June |

Next lectures

| 1: TCP ftlow control
4: TCP error control

* June |

6/7/07

|8 and 21: TCP congestion control
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