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Review

* Application layer: messages
— HTTP, DNS

* Transport layer: segments
— TCP, UDP

* Network layer: packets
— IP, ICMP; , OSPF, BGP

. * Link layer: frames |
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Q: end-to-end, hop-by-hop?



Link layer services

* Services provided by physical layer
— bit delivery (Lecture 3: “Communications’)
* hertz, baud, symbol-per-second, bit-per-second
* Services provided to network layer
— frame control: framing > Today's
— error control: how to deal with bit errors«~  topics
— flow control: fast sender vs slow receiver

— medium access control (with shared medium)
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Q: Nyquuist's Limit, Shannon's Limit



Frame control

* Character count

— count error, and error propagation

/ / Qilracter count j\ One character
6|7 9|8

@l|5|1|2|3|4|5 8 O(1|12|13|4|5,6|8|7|8[9|0(1]|2]3
Frame 1 Frame 2 Frame 3 Frame 4
5 characters 5 characters 8 characters 8 characters
Error

/

(b)|5|1|2|3|4|7|6|7|8|9|8|0|1|2|3|4|5|6|8|7|8|9|0|1|2]3

Fralrne 1 Fr;me 2 Now a
(Wrong) character count
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Q: Pascal vs C strings



Byte-oriented framing

* Byte stuffing

FLAG | Header Payload field Trailer |FLAG
(a)
Original characters After stuffing
A FLAG B — | A ESC | |[FLAG B
A ESC B — | A ESC | | ESC B

A ESC | |[FLAG B — | A ESC | |ESC | |ESC | |[FLAG|| B

A ESC | | ESC B — | A ESC | |ESC | | ESC | | ESC B

(b)
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Q: error propagation?



Bit-oriented framing

* Flag: 01111110

— data transparency: bit stuffing
* sender: insert a 0 after 5 1°s
* receiver: remove a 0 after 5 1°s

(@ 011011111111111111110010

(b) 011011111011111011111010010

f

Stuffed bits

(c) 011011111111111111110010
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Error control

* Hamming distance of codeword a and b

— number of pairwisely different bits XOR)S}J%S{&I)

* number of bit flips needed to turn a to b 01110001
: : N
» Hamming distance of codeword set {a,} 4

— minimal distance btw ¢; and a;, where 1 =

* e bit errors
— to detect: mmmimal Hamming distance e+1

— to correct: minimal Hamming distance 2e+1
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Parity check

row

. . parity
* Parity bit d1.1 d1j | 1, s
, 92,1 A2 | dz
— even or odd parity - -
. column 1 ) di=j+1
— 1.€., the number of 1's parity l dien - detl dirq on
—e.g., 10101; check bit: 1 (even)
. . 101011 10101t
— QQ: Hamming distance? 11110[0 Hedep—ER0Y
, 01110 o1110p
— detect 1-bit error 001010 001010
. no errors parity
) - error
2 d parlty correctable

— correct 1-bit error
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single bit error
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Q: how to count 1's quickly?



Hamming code

* Hamming code
— check bits
catbit 1, 2,4, 8
— data bits
*atbit3,5,6,7,9, 10, 11
—e.g, 1001000
— correct 1-bit error

* Hamming code block
— correct up to block length
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ASCII

1001000
1100001
1101101
1101101
1101001
1101110
1100111
0100000
1100011
1101111
1100100
1100101

Y

Check bits

00110010000
10111001001
11101010101
11101010101
01101011001
01101010110
01111001111
10011000000
11111000011
10101011111
11111001100
00111000101

Order of bit transmission

9



Review: Internet checksum

* Checksum: widely used in upper layers
—e.g., TCP checksum with pseudo header
— optional UDP checksum with pseudo header
— IP header checksum

* One's complement of one's complement sum
AABB| AABB

— checksum gen.eratu.)n CCDD CCDD
— checksum verification EE 00 EE 00

. .10 100 00  +)9A 65
When does checksum fail? 7c9¢  “rr 7p
65 9A/ FF FF
OA 65 00 00
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Cyclic Redundancy Check

* CRC: widely used in lower layers
—e.g., IEEE 802.3 CRC-32-Ethernet
— ITU-T X.25 CRC-16-CCITT

* Polynomial representation

— message: M(x); generator: G(x) of order r

— remainder: R(x)=M(x)*2" % G(x)

— CRC generation: T(x) = M(x)*2" XOR R(x)
* 1.e., T(X) 1s G(x) divisible

— error: E(X) detected 1f not G(x) divisible
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Q: trailer?



CRC Example

Want:
D2 XOR R =nG .
. 100]1>|lOlllOOOO
equivalently: G «—— 1007 »D
D2'=nG XOR R % 8%
equivalently: 1010
if we divide D2 by G, S
want remainder R 000
1100
1001
) 1010
E remainder] D2 ] 1001
G 011
R 4|:|_|
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Q: parity check's G(x)?



Error recovery

* Positive acknowledgment

— cumulative acknowledgment
* acknowledge packet x: acknowledge packets 1..x
* when timeout, go-back-N

— selective acknowledgment
* acknowledge packet x: packet x 1s received OK
* when timeout, selective repeat

* Negative acknowledgment

— report: X 1s corrupted or missing
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This lecture

* Link layer
— framing
— error control
* error detecting, error correcting, €rror recovery
* Explore further

— Information and Coding Theory
* 1850s-1900s: check digit; 1940s-1960s: checksum
* 1960s: Reed-Solomon; 1970s: LDPC codes
* 1980s: Turbo codes ; 1990s: Space-time code
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Next lectures

* July 19: Flow control and LLC protocols
— sliding window (1-bit, GBN, SR)
— HDLC, PPP

* July 23, 26: Media access control

* July 30: Interworking

* Lab Project 3: Network traffic analyzer
* Tutornal (July 18)
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